NMAMATKA
«KaK He cTaTb XXepTBOW Npu ocyLLecTBAeHUN (PMHAHCOBbIX
onepauunii B cetn VMIHTepHeT»

UTo CerofHs MOXeT 6bITb MPOLLE, YeM KYMUTb B UHTEPHETE NOHPaBUBLUNIACS
ToBap? COBEPLINTbL TaKyl MOKYMKY MOXET Aake pe6eHOK WM NOoNb30BaTe/b, He
BMOJIHE YBEPEHHO BMIAZEIOLLNIA HAaBbIKaMM PaboThbl C MEPCOHA/IbHBLIM KOMMbLIOTEPOM.
9T0T npouecc 06YcnoBfeH TeM, 4TO 6OMbLUMHCTBO /IOJEN CEerofHs BCe ualle
MCMbITbIBAET fAeUUUT CBOGOAHOr0 BPEMEHW TPaTUTb €ro Ha MNOXOAbl Mo
MarasuHaMm, O0CO6EHHO B MOMCKAaX OObIYHbIX TOBApOB, CTan0 A/ MHOIMX
He[OCTYMHOW pPOCKOLWbID. Kpome 3TOro, KynuTb WAM NpojaTb TOBap B CETU
NHTepHEeT cTano o4YeHb NPOCTO 61aroAaps OrPOMHOMY YMC/Y TOPTrOBbIX MOLLLA/0K,
KOTOpble fieN1aloT 3TOT MPOLecC MaKCUManbHO BbICTPLIM U YA06HbLIM, MPefoCTaBss
BO3MOXHOCTb OMMaThl C WCMNOMb30BaHWEM GAHKOBCKMUX MNATEXHbIX KapT W
[0CTaBKN TOBapa B /1060 Yronok mupa.

Hawn6onee pacnpocTpaHeHbl crnocobbl COBEPLUEHUS NPEeCTYNeHnl

1. «Mpegonnata» (06mMaH npogasua)

CyTb [OaHHOro cnocoba 3ak/ni4yaeTcas B TOM, UTO 3/10YMbILUEHHUK
BbICTYyNnaeT B ponuM nokynatend. Ha o0gHOM ©3 WHTepHeT-nnowWagok ¢
00bABNEHUSAMWN OH HAXOAMT NpoJaBLia U KONMUPYET ero KOHTaKTHble AaHHble. [locne
Yero WWeT ero B MecceHmKepax (coumanbHbIX CeTAX), NpPeACTaB/AACH
nokynaTtenem. B xoge nepenucku, 3/10yMblIlINIEHHUK COO6LWAeT, YTO TOBap emy
MOHPABU/ICA M OH XO4eT ero npuobpecTn B CBA3N C 4YeM YXKe AKOObl COBepLUns
npegonnaty (3a4acTyl) BbICbIIAETCA CKPUHLLIOT 3/IEKTPOHHOIO KapT-4yeka O
nepeyncrieHUn cpefcTs). Ons Toro, 4Tobbl NONYUNTL JaHHblIe CpeACcTBa NPoAaBLy
BbICbINAKOT CCbIIKY Ha MOoAAeNbHYK CcTpaHuuy (OHa BbIFMAAUT KaK OAWH U3
pasfenoB  OMUMANbLHOrO  calTa WHTepHeT-naoWaakyu wuanm  6aHKOBCKOIO
yupexaeHus), rae npofasuy HY>XHO BBECTW HOMEpP CBOEW KapTbl, UMS AepxKaTens,
cpok penctBusi, CVV-KOA YKasaHHbI Ha O0OOPOTHOW CTOPOHE  KapThbl
(nHhopmaumto, cogepxattyrocs B CMC-coobuieHnn, nocTynuelLLeM 13 6aHka, Ans
NOATBEPXAEHUA NOMyYeHUsA npegonnaTel). MNMocne nonyvyeHUs KOHOUAEHUNANTbHbIX
CBE[IEHWNI, 3N10YMbILL/IEHHUK COBEpLUAeT XULLEHNE CPEACTB.

2. «JocTaBKa» (06mMaH nokynartens)

3/I0yMbILWNIEHHNK pa3MelLlaeT O00bAB/MeHWE Ha WHTEPHET-M/OoWagKe o
npojaxe ToBapa Mo KpailHe BbIFrOAHOW LeHe. Mocne TOro, Kak NoTeHUmMasbHbIi
nokKynaTenb HavyMHaeT BECTU TMepenucky BO BHYTPEHHeEM 4aTe M/oWagKu,
3M10YyMbILW/IEHHUK 104 pa3IMyHbIMKM  npegnoramy yo6exkaaet ero npoao/IKUTb
00LEeHNe B MeCCEHKepe Unn coumanbHOn cetn. Bo BpeMs 06LLEHNA MOLLIEHHUK
yroBapuBaeT Mokynartens BHecTu npegonnaTty Wav opopMUTb AOCTaBKY, M YTOObI
pa3BesiTb COMHEHUS MoKynatens, coobuwaer o AK06bl HOBOW Yycnyre yAaepXXaHus
(xongmpoBaHuMA) CpefcTB, KOTOpas NOsIBUNAacb Ha TOProBOW MolLaAke, T.e., eCnu



AOCTaBKa He NPOM30AeT, TO TOproas nollazka aBToMaTUYeCKN BepHET CpeacTBa
Ha KapTy. [1py 3TOM NOKYynaTesnio BbICbI/1AeTCA CCbl/IKA Ha MOAAENbHYIO CTpaHULY,
KOoTopast UMUTUPYET OPULMabHY0 CTPaHULY TOProBOi Naowaakm Unm MHTepHeT-
OaHKWNHTa, rae HY>XHO BBECTM AaHHble KapTbl (4anee oCcywecTBAAKOTCA AeACTBUSA NO
cxeMe obmaHa npogasua).

3. icnonb3oBaHuWe coumanbHbIX CeTel

OcywecTBMB HeCaHKLUNOHUPOBAHHbIA AOCTYN K NepcoHasibHbIM aKKayHTam
nonb3oBatensd cetm WMHTepHeT, 3/I0yMbILL/IEHHUK paccCbiflaeT BCEM BUPTYasibHbIM
«Opy3bsiM» MOTepreBLIero npocboy nof pasIUYHbIMK npeanoramm Ccooo6LWKUTh
PEKBM3NTbI 6AHKOBCKOW MNNATEXHON KapTbl. OTO MOXET ObiTb ee POTO 1AM NPOCTO
HOMEP, CPOK AEeNCTBUS U UHbIE PEKBU3UTLI, MPU 3TOM, XOTb B 60/IbLUMHCTBE CBOEM
LLUKONMbHUKN GAHKOBCKMX KapT HE MMEIOT, HO XKenad MoMoYb «Apyry» 04YeHb 4acTo
MCNONb3YKT KapTbl CBOUX POACTBEHHUKOB U Apy3eil. Mopoit NpecTynHUKN NPOCAT
NPOCTO HOMEP MOOGMIbHOrO TeflehoHa UM NMBO NbITAOTCA MOXUTUTH CO CYeTa
Tefe(hOHa AeHbrM WAM HAo060POT MCMOMLb3YIOT €ro Kak MPoMeXyTO4YHOe 3BEHO,
Hanpaensas Ha 3TOT CYET YyXWe AeHbru, NnepeBoAd WX 3aTem Aanblue, 4YTOObI
3anyTatb CBOU cneabl (MPaKTUYECKM BO BCEX CyYadAX XULLEHUA LeHEXHbIX CPeACTB
CO CYeTOB MOOW/IbHBLIX TeneOHOB MOTepreBLLne elle coo6Lanm MPecTynHUKy
NMepcoHasnbHble KoAbl, NPUXoAsLLME B BUAE CMC-COOOLLEHMI Ha TenedoH).

4. 3BOHOK OT «NpefAcTaBuTeNsA» 6aHKa ¢ NPocb60ii CPOUYHO
npeAocTaBUTb HEOOXO0AMMYO MHpOpMaLnto

[MpecTynHUKN OT MMeHU COTPYAHWKOB 6GaHKa CO06LLalT, YTO Heo6X0oAMMO
OCYLLeCTBUTb KaKume-nnbo AercTBUA ¢ BaHKOBCKOW MaTeXHOW KapToW, Tak Kak
KTO-TO /IM60 MNbITAETCA MOXUTUTb C Hee AeHeXHble CpefcTsBa, MO0 ogopmnseT
KpeanT Wan Npoun3BOANT NOAO3PUTENbHYIO onnaty. 18 MacKMPOBKU MPeCcTYNHUKK
MCNONb3YIT PYHKLUIO «MOLMEHbI HOMEpPa», Kak CneAcTBUE Y MOTEPMneBLUEro Ha
3KpaHe MOOWILHOrO TeneoHa MOXET 0To6paxaTrbCA COBEpPLUEHHO /060N
abOHEHTCKNI HOMep TenedoHa, 3aflaHHbIA 3M10YMbILLIEHHUKOM. 3TO MOTYT ObITb
HOMepa 6aHKOBCKUX YUYPEXAEHWIA NN NHbIX aBOHEHTOB, KOTOPbIe Ha cCaMOM fgene
HWKOMY 3BOHKW He OCYLLEeCTB/NAKT, a CaM 3BOHOK MO CBOMM BHELWHUM MNpuU3HaKam
HuyeM He OyfeT NOAO3PUTENbHBLIM. [1oNyyYMB HEO6XOAMMYIKD WH{OPMaLMo O
PeKBM3NTaX KapTbl, NPECTYMHUKN OCYLLECTBNAIT XULLEHNE.

[Ona Toro, 4To6bl He CTaTb XXEpPTBOW KMOepnpecTynHWKOB, COBepLUas
CAENKN B CeTU NHTepHeT cnepyer:

BECTU 0bLLeHMe ¢ noKynaTtenamu (npogasLaMn) TONbKO BO BHYTPEHHEM YaTe
TOProBoi naowagkn (3a4acTyro TOprosble naowanku 6/10KMPYOT BO3MOXHOCTb
nepexoja Ha NoAfesfibHble pecypchbl);

Bes 06LLEeHMe C NOb30BaTeNIEM CTOUT MepelTn K ero npouao n obpatuTb
BHUMaHWe Ha faty co3faHus (ecniM OH co3faH HEeCKO/IbKO AHel Hasaf, TO 3To
A0/MKHO Bbl3BaTb AOMO/THUTENIbHYO HAaCTOPOXXEHHOCTL);

OYeHb BHMMATE/IbHO OTHOCUTCA K NO6OMY cfyyar, Korja Heobxogmmo
BBECTU [aHHble KapTbl WAM UH(OpPMaLUIO, NpeaocTaB/ieHHY 6aHKOM (CMC-Kof,



NOFMH UAWM Napofib OT UHTepHeT-6aHKMHra). Camblil HafeXHbld cnocob ybepeyb
CBOW CpefCTBa - 3TO HMKOMY He coobWaTb PeKBU3NUTbI CBOEI KapThbl;
YTOUHUTL Y cobeceHMKa HOMEpP TeneoHa ec/iv OH He YKas3aH B 00bAB/IeHUMN,
a MOTOM TMO3BOHWTE Ha 3TOT HOMepP, 4YTOObI Yy6eAUTbCHA, 4YTO OH peaneH U
MPUHAANEXUT MMEHHO MONb30BaTE/O, C KOTOPbIM Bbl COBeplUaeTe cAenky (04YeHb
4acTo 3/10yMbILNEHHUKN UCNONb3YOT HOMepa TeneoHOB, B3SATble B apeHAy Ha
HeNpPoAO/HKNUTENIbHOE BPeEMS U (DM3NYECKOr0 A0CTYyNa K HeMY, HE UMELKOT);
MCNONb30BaTb OTAE/IbHYIO 6AHKOBCKYH KapTy A1 OCYLLEeCTBAEHUA MOKYMOK
B CETW VIHTEpHET, Ha KOTOPOWN He XPaHATCS [AeHEeXHble CPeAcTBa U Ha KOTOPYHO He
MNOCTyNaeT perynspHbIn 4OX04 B BUAE 3apabOTHON nnatbl, CTUNEHANN UNWN NEHCUN;
n3beratb nepexofa MO HEWU3BECTHbIM WHTEPHET-CCbI/IKaM, KOTOpble
NpefoCTaBNATCA B XOfe Mepenuckyn AKoObl A8 MNoay4vyeHUA npegonnatbl Uam
ohopM/IeHMSA LOCTaBKM.
ecnn Bbl Bce e nepewwiv no nofobHOW CCbiKe U BUAUTE YBEAOM/IEHME O
TOM, 4YTO B CWUCTEMe WMeeTCs [eHeXHbl nepeBog W AN ero nonyveHus
HeobX0AMMO BBECTM faHHble 6aHKOBCKOW NMaTeXHOW KapTbl, HW MPU KaKux
06CTOATENbCTBAX HE BBOAWTE 3anpallinBaeMble CBeAEeHUSA, TaK Kak 3TO MpuMBefeT K
yTpaTe COBCTBEHHbIX AEHEXHbIX CPeACTB.
ecnn Bbl BCe XXe BBe/W AaHHble CBOei GAaHKOBCKOW KapTbl Ha MoAAe/lbHOM
pecypce unm coobLnIn nx NOCTOPOHHEMY NLLY, HEO6XOANMMO B CPOYHOM MopsaKe
Npon3BeCTU O6MOKUPOBKY KapTbl, MO3BOHMB B 6GaHK M60 CaMOCTOATE/NIbHO B
NHTEPHET-6aHKUHTeE.
ecnn Bam nocTynuna 3BOHOK N3 «b6aHKa» HU NPU Kaknx 06CToATebCTBaX,
HUKOMY W HUKOrfAa He coobuwainTte nHopmauuto 0 cebe UM CBoe GaAHKOBCKOM
nnaTeXxHon Kapte. Ecnn Bam 6yaeT 3BOHUTb HAcTOSIWMIA COTPYAHUK 6aHKa, TO OH
TOYHO OyfeT 3HaTb, KAK MUHMMYM HOMep Balueil 6aHKOBCKOM NNaTeXHOM KapTbl U
HUKOrla He CNPOCUT KOH(UAEHUMaNIbHYIO MH(OPMaLUIO B TeNle)OHHOM pexuMe.
YTOYHUTE C KEM MMEHHO Bbl 06LLaeTeCh, NOC/E Yero nofioXnTe TpyoKy u
nepe3BOHUTE Ha HOMeP TeneoHa, KOTopbl oTobpaxkancs y Bac Ha akpaHe (B 3TOM
cnyyae Bbl CBAXWTECb WMMEHHO C TeM abGOHEHTOM, KOTOPOMY MPUHAANEXUT
yKa3aHHbIA HOMEpP, a He CO 3/10yMbILL/IEHHWKAMW, KOTOPblE €ro UCMnonb3oBann ¢
LIeNIbl0 CKPbITb CBOM HaCTOALWLMIA HOMEP) U YTOUHUTE CYTb BO3HUKLUEN NPOGIEMBI.
eCc/In XKe Ha Bac oKa3blBaeTCAa NCMX0N0rMYECKoe AaB/eHne yrpo3amu, 4to
yepe3 HeCKO/IbKO CeKyHA Bbl noHeceTe MHaHCOBbIE NOTEPU, KTO-TO OPOPMUT Ha
Bac kpeanT nnm 4To ecnu Bbl He coobwmnTe Tpebyemyro MHGOpPMaLmMio, TO KapTy
BOOGLLe 3a6NOKMPYIOT, He BOJNIHYWTECb, 3TO O0O6blYHAA YNOBKa MPECTYMNHUKOB,
rnaBHas Llesib KOTOPbIX BBECTU Bac B COCTOAHME HEYBEPEHHOCTM M CTpaxa NnoTepsaTb
cbepexxeHus.

C yBaXKeHuem,

PyKkoBOACTBO BpecTcKOro mMeXxpamoHHOro otgena
CnefctBeHHOro komuTeta Pecnyb6nnku benapycb



